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Peter Wright : Cyber Security Toolkit  before purchasing it in order to gage whether or not it would be worth my 
time, and all praised Cyber Security Toolkit: 

0 of 0 people found the following review helpful. A PARTICULARLY IMPORTANT TOOLKITBy Phillip Taylor 
MBEA PARTICULARLY IMPORTANT TOOLKITON THE FAST MOVING NEED FOR ENHANCED CYBER 
SECURITY SYSTEMSAn appreciation by Phillip Taylor MBE and Elizabeth Taylor of Richmond Green 
ChambersPeter Wright has written one of the most important short toolkits from Law Society Publishing the sixth in 
the serious - in the worrying area of cyber security which is largely misunderstood by many professionals. The 
purpose of the paperback is current cyber security advice for those engaged in law firm management.Users would 
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include practice managers, partners and directors and all members of Counsel. The area under scrutiny includes cyber 
security threats and management. Wrights intention is make information technology accessible and understandable to 
readers who do not have such a background. The experienced IT professional will find the legal and regulatory 
standards covered in chapter five helpful to identify appropriate solutions for those advising either in-house or 
supplying such services to law firms.We found that the author gives practitioners an excellent feel for the type of 
structures which they need so that any cyber security risks are well managed and identified in accordance with the 
principles of good governance for any firm, legal or non-legal because the subject-matter is widely misunderstood 
with few experts in the field. The problem which Wright identifies is that cyber threats are continuing to evolve all the 
time so there is a need for up to the moment advice with current sources and links set out at the end of the book.For the 
digital world we now face, firms should possess clear and rigorous safeguarding policies for intellectual property, the 
holding of client data and other legal information as a fundamental part of their business strategy. For instance, just 
consider Principle 10 of the SRA code whereby regulated firms have a responsibility to 'protect client money and 
assets' and cyber crime presents a significant risk to this.Therefore, cyber security has emerged as a central issue for 
professional indemnity insurers. Firms are expected to demonstrate what protections they have built against cyber 
criminals before they are offered cover, hence the need for this toolkit. Its aim is to cover both the law and its practical 
application and it will help ensure that your firm has effective policies and procedures in place to deal with cyber 
security.We consider that this toolkit manual will assist your firm by increasing awareness of and be prepared for 
cyber incidents and the threats they pose, as well as how to prevent and deal with them. Wright gives excellent 
assistance and advice to help your firms staff comply with all their information security obligations which includes 
cyber security.Whilst suggesting safeguards for digital information from both external and internal sources and 
examples of how to deal with issues such as information breaches in the workplace, the detailed Annexes throughout 
each chapter give precedents and templates on the CD-ROM.These Annexes make sure that you meet all current legal 
and regulatory requirements to protect your personal and client data covering the main core areas of cyber crime risk 
audit; mobile technology policy; email security policy; and IT security checklist.The date of publication is 2016 
although beware of the fast moving changes in cyber security and ensure you are as up to date as possible with 
managing breaches.

Cyber security is becoming a central issue for professional indemnity insurers and firms are being asked to 
demonstrate what protections they have against cyber criminals before they are offered PI cover. This practical toolkit 
will help your firm increase awareness of and be prepared for cyber incidents and the threats they pose, as well as 
understanding how to prevent and deal with them. It will also offer assistance to help your staff comply with all their 
information security obligations. As well as advice on how to safeguard digital information from both external and 
internal sources in the workplace, it provides a number of precedents on CD-ROM to ensure that your firm meets all 
of the legal and regulatory requirements to protect your personal and client data, such as: * A cyber crime risk audit * 
A mobile technology policy * An email security policy * An IT security checklist.

About the AuthorPeter Wright is one of the UK's leading experts on digital issues in law firms. Managing Director of 
Digital Law UK Ltd he is a solicitor and the chair of the Technology and Reference Group at the Law Society. 


